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Inbound Email Protection

Anti-APT-File

In response to the increasing advanced malware infiltrating organizations, government

agencies, educational institutions, enterprises, and financial institutions via email Security  Archive DLP
attachments, Cellopoint has introduced a new Advanced Persistent Threat (APT) defense UFBE GCAE
. . . . . . . . A A 1 M
solution. This solution provides in-depth detection and scanning of email attachments, GV ': L E A g g g 2
helping your organization enhance email security management and improve the email
. CelloOS
security.
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For unknown attachment threats, Anti-APT-
File protection combines the following » Detects unknown
methods to ensure effective detection: malware
. . & £ « Filters malicious
Real-time Threat Intelligence updates Attachments can be ~) [  Detects maiicious
- o ) analyzed without macros and software
Utilizes up-to-date whitelist and blacklist requiring a specific mail URL File g 0PN © Stops APT attack
from the Threat Intelligence (TI) to swiftly file version \ ops attacks
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Analyzes the source code of attachments 0s 8 cyberattacks
and compares it with known malware to

« Reduces the risk of

Monitors file X86 Dynamic analysis to
identify similarities. activities and ARM detect malicious
. . interactions code behavior
Dynamic sandbox scanning Memory  cPU

Suspicious attachments are securely
encrypted and sent to CelloCloud’s sandbox
for software execution and monitoring.
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Full-system emulation

Within the sandbox, simulates and executes
entire computer systems, including Windows,
Android, Office documents, and PDF files, swiftly
detecting and capturing latent malicious
programs.

Anti-Evasion Technology

Unique sandboxing technique in the industry.
Effectively monitors malicious behaviors without
detection. As a result, it is capable of triggering
and capturing hidden malicious programs in a
short period of time.
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Correlation and Threat Scoring

Conducts threat level analysis and provides
feedback to the SEG for quarantine or release
decisions.

Professional Forensic Summary Report

Includes threat scoring, the software's names
and actions, network activities, process histories,
and registry changes.

Malicious: UFX_094p2048_0072pdf.exe(Score:09) —  Attachment name and threat score: 99 (High Risk)
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- MaliciousActivity
Evasion: Ability to check the disk size
Evasion: Ability to detect if Sieep() function is patched

} Evade detection

+ Hash value
Network activity

+ Malicious activities. including:

Memory: Replacing the image of a process with the same original executable (potential unpacking) } Replace image of process in memory

Network: Command&Control traffic observed }_ C&C callback

Network: Connecting to server using hard-coded IP address
Steal: Targeting Internet Explorer Browser Password

Steal: Targeting Mozilla stored passwords
- Steal credentiais

Steal: Targeting Windows Saved Credential

C:\DOCUME~1\Miller\LOCALS~1\Temp\BAGHQKB1 1AIWQPNBIK2D exe
C€:\DOCUME~1\Miller\LOCALS~1\Temp\BAGHQKE 1 1AWQPNBIK2D.exe

P Detected process

“Registry + Code change
HKU\S-1-5-21-1229272821- 1563985344-1801674531- 1003\SOF TWARE\MICROSOF T\WINDOWS\CURRENTVERSION\EXPLORER\SHELL FOLDERS

HKU\S-1-5-21-1229272821-1563985344- 180167453 1-1003\SOF CROSOFT
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\SHELL FOLDERS

LL FOLDERS

*%¢Cloud-based sandbox is used by default and it automatically deletes files after scanned.
s For on-premises sandbox, please contact us at sales.tw@cellopoint.com to get a quote.
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Supported Email Systems

» Microsoft Exchange
2016 /2019 /2022 /
Microsoft 365 /
Exchange Online

« HCL Note

« Google Workspace

» Sendmail, Qmail,

Postfix

e Zimbra
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